
Actual/potential/suspected breach of data identified 

Yes 
Is it out of 

hours? 

Level 0 or 1 

 

Inform the ICO of the 
breach and supply 

them with the breach 
forms 

Executive Committee to 
complete Data Breach Severity 

Form  

Level 2 or above 

Monitor and review 

Assess risks and 
consequences 

 

Is it potentially a 
serious incident? 

Yes 

Breach to be reported to 
Group Scout / Section Leader 

No 
Group Scout / Section 

Leader to complete 
Breach Notification Form 

Executive Committee and Group 
Scout / Section Leader to assess 
nature of incident and determine 

next steps 

Write incident report 

Start notification 
process 

No 

Contact 
Executive 

Committee 
asap during 

Executive 
Committee 

 

Executive Committee to 
decide if immediate 

action required 

Contain the breach 

Manage incident according to 
data breach procedure 

Notify relevant line managers 

Report any significant 
findings to the ICO to 
prevent recurrence of 

breach 

No 

Yes 

 

Executive Committee to 
assess severity of 
incident and take 

appropriate action 

Inform affected 
individuals according 
to the severity matrix 

Send Breach 
Notification Form to 

Scouts UKHQ 

Responding to a data breach 



 


