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Data Breach Severity Reference Table (for reference only)
	Rating
	0
	1
	2
	3
	4
	5
	6

	Data Involved
	Minor breach of confidentiality. 

Only a single individual affected. 
	Potentially serious breach. Less than five individuals affected, or risk assessed as low (e.g. files were encrypted). 
	Serious potential breach and risk assessed high (e.g. unencrypted sensitive/health records lost) Up to 20 individuals affected. 
	Serious breach of confidentiality e.g. up to 100 individuals affected and/or identifiable or particularly sensitive ie redundancies/restructuring.
	Serious breach with either a particular sensitivity (e.g. sexual or mental health details, or up to 1000 individuals affected. 
	Serious breach with potential for ID theft or over 1000 individuals affected. 
	Restitution to injured parties.

Other Liabilities.

Additional security.

Legal costs.

	Communications
	Maintain internal communications to members. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Also inform the individuals affected as well as the ICO. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Also inform the individuals affected as well as the ICO. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Also inform the individuals affected as well as the ICO. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Also inform the individuals affected as well as the ICO. Inform the Scouts UK headquarters.
	Maintain internal communications to the members. Also inform the individuals affected as well as the ICO. Inform the Scouts UK headquarters.
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